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A strange thing happened on the way
to work one day…

MORE

faster

cheaper

acquisition
reform

BUDGET

better
FAA AMS - 1996

Just go do it!
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SLO
C

Requirements

Design

Code

Before • emphasized development
• specified “how” and “what”

After  • emphasize interface integration
• specify “what,” not “how”

???

COTS
Products

???

COTS Vendors

???

COTS
Products

???

COTS Vendors

Things became different!
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How To Float With The
Commercial Market Without

Getting Pulled Under

FAA
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    COTS Risk Mitigation Guide
• 1.1 - Introduction
• 1.2 - COTS Risk Factors
• 1.3 - COTS Risk Mitigation Strategies
• 1.4 - Applying COTS Risk Mitigation Strategies
• 1.5 - Summary
• Appendix A - References
• Appendix B - Understanding COTS Obsolescence and
                           Technology Evolution Planning
• Appendix C - COTS Risk Mitigation Strategies and the
                           Work Breakdown Structure
• Appendix D - COTS Obsolescence Data Analysis
• Appendix E - COTS Technical Performance Factors
• Appendix F - COTS Non-Technical Selection Factors

Accessible at http://www.faa.gov/aua/resources/cots
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• Train “practitioners”
    - how and when to apply COTS risk mitigation strategies
     - how to project COTS product obsolescence
     - how to minimize COTS product obsolescence impacts

• Train project leads/managers
     - how COTS risk mitigation strategies contribute to more
        informed decision-making
     - implement effective COTS planning, budgeting and life
        cycle support

      COTS Risk Mitigation Workshop
                                                                 Training Objectives
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Related Workshop Objectives

• Smart consumer - trust but verify

• Repeatable methodology

• Common language

• Market-oriented business practices

8

Customers

Implementers

Suppliers

Stakeholders

    FAA System Engineering

The objective is to provide balanced solutions to complex 
FAA system needs throughout all life cycle phases
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      FAA System Engineering Processes

Requirements
 Management

Trade
Studies

  Life Cycle

Engineering   Configuration
Management

Specialty
Engineering

Functional

             Analysis

Integrity
       of 
Analyses

Validation

          &

 Verification

Integrated
 Technical
 Planning

Synthesize
Alternatives

Risk
ManagementInterface

Management

    12 System Engineering Processes
                             plus
System Engineering Process Management Risk

Management

“A discipline that concentrates on the design and 
application of the whole (system) as distinct from

the parts.” - Simon Ramo

10Programmatic Risks

Managerial
Funding
PoliticalX

Cost Schedule Technical

Requirements

•  Operability
•  Producibility
•  Supportability
•  Human Factors
•  Security
•  Safety
•  Performance
•  Acquisition Strategy

FAA Programmatic Risk Management
            Risk Identification Flow
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What Can Go Wrong?
� Proposed changes

– Staffing
– Process
– Design
– Supplier

� Transition to operation checklists
� Test failures
� Failure to meet objectives
� Simulations
� Negative trends
� Issues list
� Interdependencies
� Safety
� Human Factors
� Integration
� ...And more

Identify Risk

How Big Is the Risk?
� Categories

Technical
Schedule
Cost

� Likelihood
� Consequences
� Identify the risk level

from the 5x5 risk grid
� Determine risk

resolution date

Analyze Risk

How Can You Reduce the Risk?
� Avoid by eliminating the risk

cause and/or consequence
� Transfer  the risk
� Control the cause likelihood

and/or consequence
� Assume the risk level and

continue on current plan
� Research and Knowledge of

items that impact the risk
� Write mitigation plan

  Select Risk
Mitigation Option

Monitor and Track Risk

Programmatic Risk 
Management Plan  4.2.3.3

       FAA Programmatic Risk Management
Risk:  A situation or circumstance which creates uncertainties about achieving program objectives.

Risk Management:  An organized, systematic decision-support process that identifies risks, assesses or analyzes risks, and effectively
mitigates or eliminates risks to achieving program objectives.

Implement Risk
Mitigation Plan

12

Understanding COTS and
COTS Risks
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  Why can’t we go
back to custom-
designed systems?

14

COTS is the Preferred AMS Solution

COTS solutions have already changed the composition of the NAS architecture.
COTS product use is a reality we need to recognize and accommodate.



8

FAA National Software Conference, May 2002
COTS Risk Mitigation

      Gordon Shaffer

15

   COTS Product Use Can No
Longer Be Avoided

COTS risk mitigation applies to all 
acquisition strategies to some degree.  

 Low 
%

High
%

Acquisition Strategy Continuum

  Percentage of COTS Products

Hybrid Systems
(COTS, modified COTS, NDI, glue code

middleware, custom interfaces, etc.)

“Pure”
COTS-
Based

Systems

“Pure”
Custom

Development
Systems

16

This workshop will focus on how COTS affects FAA automated
system life cycle phases and supporting functional areas.

COTS Affects All Information
Technology Users

Medicine

Administration

School

System
Engineering

Contracting

Requirements Management

Logistics

Maintenance

Operations

Budgeting
Training

System
Engineering

Contracting

Requirements Management

Logistics

Maintenance

Operations

Budgeting
Training

Home

Science

Workplace PersonalIndustry Military

FAA
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Identifying COTS Risks

• Known
    - loss of design control
    - industry/government “lessons-learned”
    - COTS Risk Mitigation Guide Appendix A – References

• Unknown
    - obsolescence
    - rapid technology evolution
    - market behavior

COTS risks are the same for any level of COTS product use

18

     Understanding Known COTS Risks
1.   Rapid and asynchronous changes
2.   Different obsolescence impacts
3.   Proprietary data
4.   Higher life cycle costs
5.   Multiple configurations
6.   Different quality practices
7.   “As is” configuration
8.   Commercial standards
9.   Time-limited manufacturer support
10.  Information security susceptibility

When acquiring COTS products, we need to
understand, identify and plan for the risks
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COTS Software Risks

• Availability of manufacturer or 3rd party support
• COTS software compatibility with underlying hardware platform
• Complexity of COTS software interfaces (e.g. operating system) with

other COTS software products/applications, middleware, glue code,
custom/legacy interfaces

• Modifying system functionality without unknowingly exceeding a
COTS software product tolerance

• Introducing system “unknown unknowns” (e.g. unused code)
• Timing differences
• Licensing options and costs
• Sole source dependency for critical software components
• Information security
• Data rights availability

20

COTS Risk Mitigation
(controlling the known risks)
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COTS Risk Mitigation Strategies and the AMS

Inter-related COTS risk mitigation strategies 
are integrated into early program planning

and applied throughout a system’s life cycle

Customers
Customers

Implementers

Implementers

Suppliers

Suppliers

Stakeholders
Stakeholders

  1. Involve COTS-knowledgeable
      individuals in all analytical processes
  2. Involve users early and  throughout the
      program life cycle to identify and resolve
      COTS-related constraints
  3. Perform continuous COTS product
       market research
  4. Integrate market research results with
      field data and new requirements
  5. Develop and maintain flexible
      performance requirements suited to the
      use of COTS products
  6. Institute and maintain ongoing COTS
      product testing capability

 7. Develop and maintain non-technical 
     COTS selection factors
 8. Use COTS-sensitive analytical and 
      budget processes
 9. Integrate technology evolution planning 
      within the Integrated Program Plan (IPP)

10. Emphasize strong and COTS-relevant
      configuration management practices 
11. Establish a COTS-experienced systems
      integration agent
12. Leverage the commercial infrastructure
      wherever feasible
13. Avoid modification of COTS when
      possible

22

#1-5, #7, #8
and #10

Allows project to assess new COTS products/
technologies for specification compliance,
form, fit and function compatibility and
standards compliance

Institute and maintain ongoing COTS
product testing capability6

#7-8 and #10Allows for the appropriate level of specified
function description and the inclusion of
COTS technical performance factors

Develop and maintain flexible
performance requirements suited to
the use of COTS products

5

#3, #4, #9 and
#10

Optimizes and prioritizes cost, schedule and
performance factors between obsolescence-
driven system changes and system upgrades

Integrate market research results with
field data and new requirements4

#1, #2, #4, #5
and #7-10

Allows product team to project and plan for
changes in technology, product configurations
and obsolescence-related issues

Perform continuous COTS product
market research3

#1, #3, #4, #6,
#7 and #10

Reduces chances of surfacing user acceptance
issues late in system development and
deployment

Involve users early and throughout
the program life cycle to identify and
resolve COTS-related constraints

2

#1-6 and #8-10Facilitates the application of COTS risk
mitigation strategies and informed decision-
making

Involve COTS-knowledgeable
individuals in all analytical processes1

Risk
Factors

Addressed
Application BenefitsCOTS Mitigation StrategiesNumber

COTS Risk Mitigation Strategies & Benefits
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COTS Risk Mitigation Strategies & Benefits
(cont’d)

#3 and #7Prevents loss of product support by the
manufacturer and increased life cycle costs

Avoid modification of COTS
products when possible13

#4 and #9Prevents costly duplication of already existing
COTS product support infrastructure

Leverage the commercial
infrastructure wherever feasible12

#1-10Facilitates acquisition, development,
deployment and support activities with proven
COTS-capable personnel and services

Use a COTS-experienced systems
integration agent11

#1, #2, #4, #5Reduces the possibility of untested COTS
product changes affecting system performance
and supports multiple system configurations

Emphasize strong and COTS-relevant
configuration management practices10

#1-10Provides centralized planning that captures
system evolution strategy, obsolescence
projections and risk mitigation decisions

Integrate COTS-based technology
evolution planning information within
the Integrated Program Plan (IPP)

9

#1-10Allows analyses, trade studies, plans and
budgets to reflect unique market-driven COTS
characteristics and obsolescence projections

Use COTS-sensitive analytical and
budget processes8

#1 and #3-10Addresses important manufacturer/product
selection factors (e.g. quality) not contained in
performance/functional specifications

Develop and maintain non-technical
COTS selection factors7

Risk
Factors

Addressed
Application BenefitsCOTS Mitigation StrategiesNumber

24Primary risk impact if strategy is ignored

Risk Mitigation Strategy Structure
What?

Risk mitigation title describes the activity

Why?
 How this benefits the practitioner and management

What COTS risk factors are addressed

When?
Applicable AMS phase(s)

How?
Tools, examples, templates, procedures, etc.

If this strategy is ignored?
Consequences
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Market Research Activities During Solution
Implementation Would Fall Under 3.2.2

WBS templates are available in the AMS FAST toolset,
WBS activities mapped out in COTS Guide App. C  

WBS Version 1.0

Page 6

WBS Element 3.2
System Engineering

3.2
System Engineering

3.2
System Engineering

3.2.1
System 

Requirements 
and 

Definition

3.2.1
System 

Requirements 
and 

Definition

3.2.2
Analysis, 
Design, 

and 
Integration

3.2.2
Analysis, 
Design, 

and 
Integration

3.2.3
Value 

Engineering

3.2.3
Value 

Engineering

3.2.4
Supportability, 
Maintainability, 
and Reliability 

Engineering

3.2.4
Supportability, 
Maintainability, 
and Reliability 

Engineering

3.2.5
Quality 

Assurance 
Program

3.2.5
Quality 

Assurance 
Program

3.2.6
Configuration 
Management

3.2.6
Configuration 
Management

3.2.7
Human 
Factors

3.2.7
Human 
Factors

3.2.8
Security

3.2.8
Security

• Integrator market investigation 
• Integrator obsolescence analysis reports
• Integrator product compatibility testing
• Support contractor analysis

26

Understanding the System Architecture
Adaptation data

      COTS Products DBMS, OS, GUI, ORBs,
CPU, LAN,etc

Glue

GUI

Flight data processor

Contractor product line component

Changed contractor product line component

Generated code

New application NDI Component
X - Not FAA responsibility

Support

?
??

? - TBD - FAA or vendor

Adaptation

Custom

Product Line

System support planning becomes easier when
the constituent product categories are known
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More Control

• Freezing the hardware/software baseline during
 development and then using product obsolescence

  support options to sustain the system for a
                       defined period

• Continuous refresh of all COTS products
 to maintain currency of manufacturer support

• Freezing the hardware/software
 baseline for a defined period

 and then refreshing

Less Control

 Technical
currency

More

Less
Cost/c

hange

   im
pact

s

Time

A flexible balance among baseline control, technical 
currency and change timing factors must be established

Developing An Effective Strategy

28

Forecasting System Configuration Changes
(URET CCLD)

CY 1999 CY 2000 CY 2001
A     M     J     J     A     S     O     N     D     J     F     M    A     M     J     J     A     S     O     N     D    J     F     M     A     M     J     J     A     S    O     N     D

Order Deliver Order Deliver

WJHTC 7 SITES

SWD/DDE/DSSC
Lab Deliver

Order Deliver
EPI Lab

Order DeliverI&T Lab

EPI

Integ/Test

Integ/Test

D3 Formal Test

D1 SW Des/Dev

D2 SW Des/Dev

D3 SW Des/Dev

ESI

ESI

ESI

COTS-
Baseline 1:
SWD/DDE/
DSSC/EPI

COTS-
Baseline 2:
I&T/WJHTC

COTS-
Baseline 3:

Sites/Spares

B/L X:
User

Changes

B/L Z:
FSD

Refresh
Planning for technology refresh due

to rapid computer release cycles.
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    Understanding the Obsolescence Progression

Obsolescence is a diminishing level of product support over time.
Each trigger point begs the question “How does this impact my system?”.

Obsolete - “No longer useful.” (Webster)

Obsolescence - “The process of becoming obsolete.” (Webster)

   
SERVICE

DEGRADATION
IMMINENT!!

EOM
(end of maintenance)

    

EOL
(end of life)

EOS
(end of service)

EOR
(end of repair)

Full
Production

Declining Spares

    YEAR                 1                          2                             3                             4                                5                            6                            7                            8

NOTIONAL 
COTS PRODUCT

RISK
TRIGGER 

POINTS

Support is unavailable or
too costly / spares stock
depleting (hardware only)

Site spares cannot 
be replenished
(hardware only)

No longer supported by
manufacturer / 3rd party
support may be available

No longer
manufactured /
fully supported

30

System Obsolescence Impacts

       NO IMPACT                               LOW IMPACT
* sufficient spares versus reliability                          * F3 compatible OEM or other vendor sources
* OEM sells rights to third party                               * no conjunctive changes to interfacing products
* no action required                                                   * testing and documentation updates only

   MEDIUM IMPACT                             HIGH IMPACT
* only F2 compatible products available                    * market support almost non-existent
* changes to interfacing hw/sw products                      * new technology/products incompatibility
* use product obsolescence support options              * use product obsolescence support options

It is not a foregone conclusion that all EOL and
EOS situations require an immediate response.
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   What Market Research Information
Information is Needed?

Standardized product obsolescence information needs to be collected
periodically to forecast and monitor potential supportability risks

Line 
Item

System 
Integrator 

Part #

Item 
Description OEM Item Type Qty Per 

System
End of 

Life Date

End of 
Service 

Date

HW Inter-
dependencies

Average 
Failure 

Rate (per 
year)

Failure 
Rate (last 

12 
months)

Failure 
Trend

Total 
Depot 
Spares 
(incl. 

items in 
repair)

Ready 
For Issue 
Spares

Site 
Spares

Line 
Item

OEM's New 
Product 

Compatibility

Other F3 

Sources
Other F2 

Sources

Production/   
Procurement 

Lead Time
System Availability Impact Workaround Notes/Additional Information

32

Market Research Information
Element Definitions

The actual number of failures that have occurred over the past 12 monthsFailure Rate (Last 12 months)

The average number of actual failures per year of this item. If the system is newly fielded, mean
time between failure projections may be used until actual failure data is collected

Average Failure Rate (Per Year)

Identifies the software components that interface with this itemS/W Interface

Identifies the hardware components that interface with this itemH/W Interface

When the manufacturer no longer provides repair, replacement or technical supportEnd of Service Date

When the manufacturer no longer produces this itemEnd of Life Date

Total quantity of items contained in each systemQuantity Per System

Type of product I.e., COTS, modified COTS or custom madeItem Type

Original equipment manufacturer that produced the itemOEM

Commonly used nomenclature for the itemItem Description

System integration agent’s unique part number assignmentIntegrator Part #

Item identification sequence number assigned by the report originatorLine Item #

DescriptionInformation Block Title
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Additional related informationNotes/Additional Information

Identifies temporary methods of addressing continued failures of this itemWorkaround

Describes the operational consequence(s) of continued failures of this itemSystem Availability Impact

The length of time it will take to acquire and initially deploy production quantities of the
change kit

Procurement/Production Lead
Time

The amount of time the integrator estimates it will take to acquire the product (or develop a
change kit) and the time to test and evaluate the product (or fix) in a system context

T&E Time

Whether or not there are other products from the OEM or from other manufacturers that come
close to meeting full form, fit and function  (F3) requirements

Alternate F2 Products Available?

Whether or not there are other products on the market from different manufacturers that are
form, fit and function (F3) compatible

Alternate F3 Products Available?

Whether or not the next generation product by the OEM is form, fit and function (F3)
compatible with the currently used product

OEM Next Generation Product F3

Compatibility

The number of immediately usable spares that are available for replenishmentReady For Issue Spares

The total number of spare assets for this item including those in the repair pipeline but not
including site spares

Total Depot Spares

Identifies whether or not a failure trend exists (upward, downward or none) by measuring
failure data against an agreed upon threshold

Failure Trend

Market Research Information
Element Definitions (cont’d)

34

The earlier an obsolescence situation is identified,
the greater the number of available support options.

Technology Refresh is Only 
One of Several Options

   
SERVICE

DEGRADATION
IMMINENT!!

EOM
(end of maintenance)

    

EOL
(end of life)

EOS
(end of service)

EOR
(end of repair)

Full
Production

Declining Spares

    YEAR                 1                          2                             3                             4                                5                            6                            7                            8

NOTIONAL 
COTS PRODUCT

RISK
TRIGGER 

POINTS

Support is unavailable or
too costly / spares stock
depleting (hardware only)

Site spares cannot 
be replenished
(hardware only)

No longer supported by
manufacturer / 3rd party
support may be available

No longer
manufactured /
fully supported

                    
1. Lifetime Buy (any source)
2. Extended Maintenance/Warranty
3. Third Party Maintenance
4. Technology Refresh
5. Redesign/Integrated Change
6. Purchase Data Rights 

= option available during this period

= option diminishes during this period

Product Obsolescence Support Options
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An arrangement made between a product user and an OEM to secure the
proprietary data rights (e.g., drawings, software, documentation) for a

product to assume organic (internal) or third party support for that product.

Purchase Data Rights

When product obsolescence must be addressed by a system design change
(e.g. incompatible products, new technology) or when replacement of

obsolete products is integrated with a larger system upgrade or pre-planned
product improvement (P3I).

Redesign/Integrated Change

“The periodic replacement of COTS products using the same kind of
products (e.g., processors, displays, computer O/S, commercially-available
software) within the larger system to assure continued supportability of the

system through an indefinite service life.” (AMS 11/98). Periodicity is based
on when the COTS product is no longer supportable. System performance

baseline remains unchanged.

Technology Refreshment
(aka Tech Refresh)

The establishment of a technical and/or repair support capability by a vendor
other than the OEM that is qualified to provide that support.

Third Party Maintenance

The purchase of technical and/or repair support from the original equipment
manufacturer (OEM) or third party source that extends product support

beyond the original timeframe.

Extended Maintenance or
Warranty

The acquisition of (e.g. purchase, cannibalization, trade) sufficient
replacement products, components or repair items from any source to meet a

projected failure/demand rate or a defined point in time.

Lifetime Buy
(from any source)

DefinitionOption

COTS Product Obsolescence
Support Options

36

Assessing a System Integrator’s
COTS Management Experience

• Overall experience / success for delivering COTS-based systems
• Complexity of the systems delivered
• Market research capability
• Bias towards particular COTS product lines
• Effective manufacturer relationships / vendor network
• Management and staff experience
• Life cycle cost and support orientation
• Preference for modifying COTS
• Process for selecting COTS products
• Obsolescence management / technology refresh processes
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COTS-Specific Contract
Requirements and Deliverables

• No COTS modifications without trade off and formal approval
• Incorporation of the COTS non-technical selection factors into the
   design analysis process
• Incorporation of COTS technical factors into the specification
• Best commercial practices (BCP) deliverables/products
• Continuous market research
• Dedicated COTS product test capability
• Integrate COTS risk mitigation strategies with programmatic
   risk management
• Periodic COTS product obsolescence projections and working groups
• Technology evolution planning data / supportability analyses
• Use of COTS-adapted life cycle modeling and trade off tools
• Incentives to optimize design decisions based on total ownership costs
• Provisions for contractor provided technical, maintenance and logistics
   support

38

Non-Technical COTS Selection
Factors

• Product maturity

• Manufacturer stability

• Manufacturer flexibility

• Upward/downward compatibility

• Market share

• Reputation

•   Business projections

•   Quality practices

•   Sole source

•   Total cost of ownership

•   Warranty

•   Licensing

Functionally equivalent COTS products need to be
discriminated using non-technical selection factors



20

FAA National Software Conference, May 2002
COTS Risk Mitigation

      Gordon Shaffer

39

COTS Systems Evolve Indefinitely!

              COTS-Oriented Sustainment Model
 - Alternate Parts Matrix                       - Market Research/Tech Forecast        
 - Life Cycle Cost Analyses                  - Product Evaluation/Prototyping
 - Compatibility Testing                        - Test Bed Facilities/Support
 - NCP Test, Integration, Validation     - Integrated Change Development
 - Technical Support                              - Configuration Management
 - Training updates/conducts                 - Obsolescence analysis

OPERATIONS (OPS)
SUSTAINMENT (F&E)

  DEVELOPMENT (F&E)

The continuous changes within COTS-based systems demand
a corresponding stream of developmental F&E funding

coordinated with operations funding

DEVELOPMENT (F&E) NAS HANDOFF (OPS) OPERATIONS (OPS)

   Current Budget Model

40

What is the Proverbial “Bottom Line”?

  The acquiring activity must be able to provide
accurate and detailed technical information to

budget personnel and decision-makers to answer
the following question:

 “What happens if we don’t fund this requirement?”

This question must be answered in clear
terms of operational consequences
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Operational Consequences

• Loss of ground to air communications
• Loss of ground to ground communications
• Loss of back-up capability
• Operational availability (Ao) degraded
• Flight safety
• Loss of radar or sector coverage
• Security
• Passenger/airline impacts (e.g. delays, $$, efficiency)
• Lack of certification

Budget justifications for system sustainment
must be supported by the best possible data, good 

analysis and the consequences/risks of non-funding  

42

COTS Risk Mitigation/Technology Evolution Planning Flow

INTEGRATED PROGRAM
PLANNING

select acquisition/system evolution strategy;
integrate/prioritize technology evolution

planning inputs; document decisions;
develop/refine annual budget submits

  

 

  COTS RISK MITIGATION
tailor to COTS acquisition strategy

 

 

MARKET INVESTIGATION
collect product obsolescence

status information

DATA ANALYSIS
determine system supportability

impacts; identify viable
obsolescence support options

SOLUTION LEAD-TIME
establish lead-time for support
options; estimate costs; assess

funding timing criticality;
develop technical rationale

TECHNOLOGY EVOLUTION
PLANNING INPUTS

choose obsolescence support 
options; develop/refine

sustainment requirements

INTEGRATED PROGRAM PLAN
(IPP) EXECUTION
implement system engineering &
programmatic risk management
throughout system life cycle Customers

Customers

Implementers
Implementers

Suppliers
Suppliers

Stakeholders
Stakeholders

Identify Risk

Analyze Risk

Select Risk
Mitigation Option

Implement Risk
Mitigation Plan

Monitor and Track Risk

Programmatic Risk 
Management Plan  4.2.3.3

Programmatic Risk 
Management  Plan  4.2.3.3

1. Lifetime Buy (any source)

2. Extended Maintenance/Warranty

3. Third Party Maintenance

4. Technology Refresh
5. Redesign/Integrated Change

6. Purchase Data Rights

= option available during this period

= option diminishes during this period

Product Obsolescence Support Options

1. Lifetime Buy (any source)

2. Extended Maintenance/Warranty

3. Third Party Maintenance

4. Technology Refresh
5. Redesign/Integrated Change

6. Purchase Data Rights

= option available during this period

= option diminishes during this period

Product Obsolescence Support Options

SERVICE
DEGRADATION

IMMINENT!!

EOM
(end of maintenance)

EOL
(end of life)

EOS
(end of service)

EOR
(end of repair)

Full
Production

Declining Spares
NOTIONAL 

COTS PRODUCT

RISK
TRIGGER 

POINTS

Support is unavailable or
too costly / spares stock
depleting (hardware only)

Site spares cannot 
be replenished
(hardware only)

No longer supported by
manufacturer / 3rd party
support may be available

No longer
manufactured /
fully supported

SERVICE
DEGRADATION

IMMINENT!!

SERVICE
DEGRADATION

IMMINENT!!

EOM
(end of maintenance)

EOL
(end of life)

EOS
(end of service)

EOR
(end of repair)

Full
Production

Declining Spares

1             2                      3                    4                   5            6              7             81             2                      3                    4                   5            6              7             8

NOTIONAL 
COTS PRODUCT

RISK
TRIGGER 
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          Yes! A Legacy System with COTS Can
       Still Benefit from COTS Risk Mitigation

  1. Involve COTS-knowledgeable individuals in all analytical processes………………………………….
  2. Involve users early and throughout the program life cycle to identify and
      resolve COTS-related constraints……………………………………………………………………….
  3. Perform continuous COTS product market research (i.e., technology trends,
      product applicability and obsolescence status………………………………………………………..
  4. Integrate market research results with field data and new requirements………………………….
  5. Develop and maintain flexible performance requirements suited to the use of
      COTS products…………………………………………………………………………………………..
  6. Institute and maintain ongoing COTS product testing capability……………………………………….
  7. Develop and maintain non-technical COTS selection factors…………………………………………..
  8. Use COTS-sensitive analytical and budget processes..………………………………………..………..
  9. Integrate COTS-based technology evolution planning with overall Integrated
      Program Plan (IPP)………………………………………………………………………………………
10. Emphasize strong and COTS-relevant configuration management practices…………………………...
11. Use a COTS-experienced systems integration agent……………………………………………………
12. Leverage the commercial infrastructure wherever feasible……………………………………………..
13. Avoid the modification of COTS products when possible………………………………………………

 No     Yes   Some

44

     COTS Obsolescence Risk
      Analysis Exercise

      (controlling the unknown risks)
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Hardware Supportability Analysis Flow

Market research &
 supportability 

information

Determine viable
obsolescence

support options

Determine risk
levels and risk

mitigation steps

Develop high/med.
risk system

obsolescence profile

Develop mitigation
schedule and 
funding needs

Provide technical
rationale and

operational impacts
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Template #1 - Market Research/Product 
Supportability Information

Ready
For 

I ssue
Spares

Total 
Depot
Spares

Failure
Trend

Failure
Rate (las t

12 
months)

Average
Failure

Rate (per
year)

S/W
Interface

H/W
Interface

End of 
Service

Date

End
of Life 
Date

Qty
Per

System
Item
Type

OEMItem
Descriptio n

System
Integrator

Part #

Line
Item 

#

Notes/Additional In formationWorkaro und
System

Availability 
Impact

Procurement/ 
Production 
Lead Time

T&E
Time

Alt. F2

Products
Available?

Alt. F3

Products
Available?

OEM Next
Generation 
Product F3

Compatib ility

Line
I tem 

#
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Template #2 - Obsolescence Analysis Worksheet
Program ______    Item # _____ Description _____________________

End of Repair Date: 
End of Maintenance Date:

Obsolescence Support Options Viability      Yes No  Don’t  Know  Rationale
(1) No action  required                                          ____       _____    ______________      ______________________________________________
(2) Lifetime buy (any source)                                   ____       _____  ______________      ______________________________________________
(3) Extended maintenance/warranty                               ____       _____     ______________    ______________________________________________
(4) Third  pa rty m aintenance                                     ____       _____     ______________      ______________________________________________
(5) Technology ref resh                                           ____       _____     ______________      ______________________________________________
(6) Redesign/integrated  change        ____       _____     ______________      ______________________________________________
(7) Purchase data rights                   ____       _____     ______________      ______________________________________________
(8) Reclamation/salvage                                         ____       _____     ______________      ______________________________________________

Integrator Tasking/Results (derived from “don’t  knows” above)
-Task 1 :__________________________________________________________________________________________________________________________
-Results:__________________________________________________________________________________________________________________________

-Task 2 :__________________________________________________________________________________________________________________________
-Results:__________________________________________________________________________________________________________________________

-Task 3 :__________________________________________________________________________________________________________________________
-Results:__________________________________________________________________________________________________________________________

-Task 4 :__________________________________________________________________________________________________________________________
-Results:__________________________________________________________________________________________________________________________

Complete Risk Worksheet and Waterfall Schedule

Recommended Mitigation: (derived from risk worksheet )___________________________________________________
__________________________________________________________________________________________________________________________________________________________________

Funding Requirements: (derived from waterfall schedule)___________________________________________________
_____________________________________________________________________________________________
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FAA Risk Worksheet
Pr ogram/Project Title__________________________________________________ Seq. #: ________

Submitted by: _______________________________________ Date: _______

1 Risk: 2 Point of Co ntact

3 Source and Root Cause:

4 Risk Assessment Rationale
o Technical o Schedu le o Co st

Likelih ood A  B  C  D  E
Con se quence 1  2  3  4  5

Con se quence Definition:

Risk Resolution  Date:

5 Mitigation
Optio ns Descript ion

New Risk
Level if

Implemented

Avo idance H   M   L

Transfer H   M   L

Control H   M   L

Assu mption H   M   L

Research &
Knowledge

H   M   L

A

B

C

D

E

1 2 3 4 5

Low

Medium

High

C onsequence

L
I
k
e
l
I
h
o
o
d

Template #3
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3 Years 
Ago

2 Ye ar s 
Ago

Last
Ye ar

Ne xt
Ye ar

2 Ye ars
From Now

3 Years
F rom Now

4 Years
From Now

5 Years
F rom Now

1 42 1 2 3 43 1 1 1 1 1 1 1 112 2 2 2 2 2 2 223 3 33 3 3 3 334 4 44 4 4 4 4 4

6 Years
From Now

7 Years
From Now

High Speed 
Pri nter

Pri nt  Head

3
OD W

Graphi cs
Eng ine

4

2
Da ta Storag e
D evice Disk 

Driv e      

1
PC  Model 200 1 

Ma intenance 
Worksta tio n

5
Centra l Co mputer

Co mplex
Operati ng  System

SYS TEM
IM P ACT
I F RIS K

REALIZED

CURRENT
YEAR

6 Operator
D ispl ay
Monitor

LINE
ITEM D ESCR IP TIO N

Loss of  ope rato r 
wo rkstat ion s

Loss o f d iagn ostic
and certi fi cati on 

capabi lit y

Loss of  dat a
ret rie val

cap abil ity

Loss of  op erat or
workstat ion s

Loss of  pr int ing
capab ilit y

Loss o f 
system op erat ions

SCHEDULE (FY)

Current
Date

3 Years 
Ago

2 Ye ar s 
Ago

Last
Ye ar

Ne xt
Ye ar

2 Ye ars
From Now

3 Years
F rom Now

4 Years
From Now

5 Years
F rom Now

1 42 1 2 3 43 1 1 1 1 1 1 1 112 2 2 2 2 2 2 223 3 33 3 3 3 334 4 44 4 4 4 4 4

6 Years
From Now

7 Years
From Now

EOL

EO S/EO R

EO M

EOL

EOS/EOR

EOM

EO L

EO S/EO R

EOM

EOL

EOS/EOR

EOM

CCC  and 
O/ S upgrade

EOL (end of life) – no longer manufactured / out of production
EOS (end of service) – no longer  supported by manufacturer / 3rd party support may be available
EOR (end of repair) – support is unavailable or too costly / spares stock is depleting (hardware only)
EOM (end of maintenance) – site spares cannot be replenished (hardware only)

EO L EOS

AIS Obsolescence Profile

SA
MPL

E
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Template #5 - Risk Mitigation Waterfall Schedule

1Q 2Q

1Q 2Q 3Q 4Q

H
IG
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ED
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Present FY Third FYSecond FY Fourth FY Fifth FY
1Q1Q 1Q 1Q 2Q2Q 2Q2Q3Q 3Q3Q 3Q 3Q4Q 4Q 4Q 4Q

1Q 1Q 1Q1Q 2Q2Q 2Q 2Q3Q 3Q 3Q 3Q4Q4Q4Q

AIS Line Item # __    Name______________________________

10

Template #6 – Budget Defense Rationale

What if the requested funding for the obsolescence risk 
mitigation action was deferred for one year?

Rationale:
•
•
•
•
•
•

Use of standard obsolescence analysis templates
can help to mitigate COTS obsolescence risks

46

Benefits / Summary
• Consistent information presentation format

• Simple step-by-step process

• Data-driven technical rationale

• Risks defined using operational consequences

• Applicable to both legacy and new start programs

• Adaptable to non-COTS products

• Complements logistics support assessments

Allows more informed decision-making for 
prioritization of system supportability issues
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Obsolescence Risk Analysis Exercise
Objectives

1.   Learn what market research information is needed and the definition of the
      information elements

2.   Project end of repair (EOR) and end of maintenance (EOM) dates for COTS
      products

3.   Integrate COTS product information into a system obsolescence risk profile

4.   Analyze and select viable risk mitigation/product obsolescence support options
      and determine their impact to the system

5.   Identify and prioritize product obsolescence risk issues and mitigation actions
      using programmatic risk management templates

6.   Develop and communicate credible budget defense rationale

7.   Prioritize program obsolescence issues

Know what information to ask for, how to understand  it,
how to mitigate the risks and communicate to management

48

        Obsolescence Risk Analysis Exercise
   AIS Program Situation Summary

     Your are supporting the Automated Information System (AIS) project. It is a
hybrid system comprised of both custom and COTS products. It has been fielded
at 20 sites for about three years and does not have any COTS risk mitigation
strategies in place.

     The contractor has recently indicated that one of its COTS product suppliers just
went out of business. Concerned about the other COTS products, your system
engineering group has tasked the contractor to deliver a market research report for
all the COTS products in the AIS and you have just received it.

     The contractor has summarized the top 6 COTS product risks that appear to need
attention due to near term end of service dates they have obtained from the
product manufacturers and suppliers.

     The program’s budget does not have any provisions for technology refresh or
obsolescence-induced supportability problems. It indicates that an external
system interface change requires an upgrade of the Central Computer Complex
hardware and operating system software. It is scheduled for initial key site
deployment four years from now with one year planned for development,

      test and integration.



25

FAA National Software Conference, May 2002
COTS Risk Mitigation

      Gordon Shaffer

49

AUTOMATED INFORMATION SYSTEM
Architecture Diagram (notional)

Data Storage 
Devices

Operator Display 
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Maintenance 
Workstation Printers

System High 
Speed Printers

Central Computer
Complex

External
Input/Output

Device

A

D
C

F

B

E
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AIS Operator Display Monitor (ODM)
Market Research Information
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      Sample Obsolescence Analysis Answers
       AIS Line Item 6 - Operator Display Monitor (ODM)

End of Repair Date
- 6 months from present (same as EOS due to OEM being only known support at present)

End of Maintenance Date
- 30 months from present (20 depot spares divided by usage of 10 per year = 24 months + 6 months to EOS)

Product Obsolescence Support Options Analysis
(1) No action required---------------------------------not an option due to imminent EOR and EOM
(2) Lifetime buy (any source)------------------------don’t know what OEM or other sources have in stock
(3) Extended maintenance/warranty-----------------not a repairable unit
(4) Third party maintenance--------------------------not a repairable unit; no F3 alternate products available
(5) Technology refresh--------------------------------don’t know the extent of F2 product differences
(6) Redesign/integrated change----------------------don’t know the extent of F2 product differences for redesign/no planned workstation changes
(7) Purchase data rights-------------------------------not an option due to cost versus benefit

Integrator Tasking/Results
- Task 1: Does the OEM have extra ODMs in stock and available for purchase? Are there other sources for this product?
- Results: OEM indicates that there will be 5 ODMs available for purchase prior to EOS. ABC Monitors Inc. have a stock of 5 available for sale at 50%  higher cost.
- Task 2: What are the F2 product design differences?
- Results: Other F2 20” display products are available but all would require a major cabinet and wiring redesign.
                 A 20” flat panel prototype recently demonstrated at a trade show. High confidence it will  meet all functional requirements within existing cabinet
                 space. This self-contained unit would require minor wiring changes only. OEM plans to begin production in two years with prototypes available for
                 testing in approx. one year.

Complete Risk Worksheet and Waterfall Schedule

Recommended Mitigation (derived from risk worksheet)
- Purchase remaining 10 ODMs from Suny and ABC Monitors Inc. to buy time until 20” flat panel can be bought, tested and waterfalled (PLT = 12 months).

Funding Requirements (derived from waterfall schedule)
- Reprogramming required for immediate purchase of ODMs. Funding required next year for prototype procurement and testing. Funding required in two years for
  development of site replacement kits to begin a waterfalled deployment beginning in three years.
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FAA Risk Worksheet
Program/Project Title__________________________________________________ Seq. #:  ________

Submitted by:   _______________________________________ Date:  _______

1 Risk: 2Point of Contact

3 Source and Root Cause:

4 Risk Assessment Rationale
o Technical o Schedule o Cost

Likelihood A  B  C  D  E
Consequence 1  2  3  4  5

Consequence Definition:

Risk Resolution Date:

5 Mitigation
Options Description

New Risk
Level if

Implemented

Avoidance H   M   L

Transfer H   M   L

Control H   M   L

Assumption H   M   L

Research &
Knowledge

H   M   L

A

B

C

D

E

1 2 3 4 5

Low

Medium

High

Consequence

L
I
k
e
l
I
h
o
o
d

AIS

Operator Display Monitor (ODM) will be non-supportable in 6 months.  

ODM manufacturer (Suny Inc.) has declared end of service date of 6 months 
from present. Their next generation monitor is 21”and does not meet the
specified requirements nor will it fit in the cabinet without a major redesign.

X

Significant - Given that the risk is realized, the performance
would be unacceptable but workarounds would be available.

Lack of product support will eventually affect system performance     
OEM EOS declaration confirmed. Finite asset supply.
Loss of operator workstations. System mission performance at risk.

NLT 30 months from present to avoid EOM

1. Procure remaining available spare ODMs to buy time for prototype
    testing and redesign activities.

2. Procure 20” flat panel prototype, redesign the cabinet as required and
    perform system tests to determine suitability. 

3. Produce ODM replacement kits and replace all ODMs with a waterfalled
    deployment of flat panel replacements prior to EOM.
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Risk Mitigation Waterfall Schedule
   Line Item 6 - Operator Display Monitor (ODM)

                    
  1Q   2Q                       

                    

                    

                    

  1Q   2Q     3Q    4Q              
 

H
IG

H
M

ED
IU

M
LO

W

Present Year Third YearSecond Year Fourth Year Fifth Year
 1Q 1Q  1Q  1Q  2Q 2Q  2Q 2Q 3Q  3Q 3Q  3Q  3Q 4Q  4Q  4Q  4Q

 1Q  1Q  1Q 1Q  2Q 2Q  2Q  2Q  3Q   3Q   3Q   3Q 4Q 4Q 4Q

Current
Date

 Procure additional 10 ODMs from Suny and ABC Monitors Inc.

Procure 20 “ flat panel prototype and test redesign

Redesign test successful, production units
available, begin full development

EOM

Begin site deployments

Extended
EOM
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What if...

Funding for flat panel development in third year were
deferred for one year?

       Budget Defense Rationale
• Failures are accelerating (up 66% from average)

• Extended EOM based on linear failure projection only
• Cannot avoid EOM situation (4th quarter fourth year)

• Will result in loss of operator workstations
• Mission performance at risk (i.e.; sector loss, flight safety etc.)
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AIS Obsolescence Profile
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EOS/EOR
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EOM

EOL
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CCC  and 
O/S upgrade

EOL (end of life) – no longer manufactured / out of production
EOS (end of service) – no longer supported by manufacturer / 3rd party support may be available
EOR (end of repair) – support is unavailable or too costly / spares stock is depleting (hardware only)
EOM (end of maintenance) – site spares cannot be replenished (hardware only) 

EOL EOS

EOS/EOR

EOL EOM
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FAA COTS Risk Mitigation Guide and courseware are downloadable

FAA COTS Risk Mitigation
Guide Internet Access
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COTS Risk Mitigation Summary
MUST ACCEPT THIS

MUST UNDERSTAND THEM

MUST APPLY THEM 

MUST HAVE A FLEXIBLE
STRATEGY

MUST BE CONTINUOUS
AND INTEGRATED

The strategic implementation of COTS risk mitigation 
activities provides the tactical information needed for 
more effective COTS acquisition and life cycle support

•    COTS-based systems are
      real and are here to stay

•    COTS products have unique
      characteristics (+ and -) & risks

•    Rapid obsolescence of COTS
      products is a primary concern

•    Mitigation strategies exist to
      help manage COTS risks

•    Mitigation strategies are inter-
      related and generate technology
      evolution planning information      
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Benefits to the FAA

• Toolkit to standardize repeatable process
     - COTS risk mitigation implementation checklist
       - COTS obsolescence risk analysis procedure and templates

• Nucleus of COTS-oriented FAA personnel

• Business standard for the future

      Better knowledge      Better information
       Better decisions           Better systems


